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ABOUT US

Ballymoney Model Infegrated Primary School is the data confroller of the personal information we hold about our pupils
and their parenTs/ Jcamilies/ carers/ |ega| 9uardians. This means that we are responsib|e For deciding how we hold and use
the. personal information which we collect.

We are required under the General Data Protection Regulation (GDPR) to notify you of the information confained in
this privacy nofice.

We collect and use pupil information under the Education Act (Northern Ireland) 201k and other legislation. You may
Find the specific legislation af https: ¢ ion-ni : ion-legislati

The ma jority of pupil information you provide to us is information which You are |ega||g ob|i9ed to provide but some pupi|
information is provided to us on a voluntary basis. When collecting information from you we wil inform you whether
You dre required to provide certain pupil information to us or if you have a choice in this.

This notice applies to prospective, current and former pupis and their families/ carers/ legal guardians and those applying
for a p|ace at the school and their Jcamihes/ carers/ |ega| guardians. We may updaTe this notice at any fime but if we do
so, we wil inform you as soon as reasonably practicable.

It is important that you read and refain this notice, fogether with any other privacy nofice we may provide on specific
occasions when we dre co||ec’rin9 or processing personal information about you, so that you are aware of how and Whg
we dre using such information and what your rights are under the GDPR.

¥ you have any questions about this privacy nofice or how we handle personal inFormation, please contact the Principal

who will deal with your query. The Principal, Mrs Jamison can be confacted by email jjamison25k-@cZkni.net or using
the Following address, Ballymoney Model IPS, North Road, BT53 6BW.

Qur Data Protection Of ficer is the Education Au’rhori’rg, and it monitors the school’s data profection procedures to ensure
Theg meet the standards and requirements of the CDPR. Please contact the Data Protection Of ficer at EA bg email

dpo@eani.org.uk or telephone number 028 82L+| 1300.

You have the righ’r to make a complainT at any fime to the Information Commissioner's Of fice (ICO), the UK supervisory
au’rhori’rg for data profection issues. The ICO'’s detais are as Follows:

The Information Commissioner’'s Office — Northern Ireland
3rd Floor

It- Cromac Place

Belfast

BT7 2B

Telephone: 028 94027 8757 / 0303 123 Il

Email: ni@ico.org.uk


https://www.education-ni.gov.uk/department-education-legislation
mailto:jjamison554@c2kni.net
mailto:dpo@eani.org.uk

HOW DO WE COLLECT AND HOLD PERSONAL INFORMATION?

We collect some persondl information about our pupils and their families/ carers/ legal guardians during a pupills application
process to the school.

We will sometimes collect additional information from third parties such as the Education AuThoriTg, DeparTmenT of

Education, examination board or previous school attended bg a pupil.

We mainly collect personal information about our pupils and their famiies/carers/legal guardians throughout the course
of the pupil’s time at the school, for instance when completing educational visit consent forms, from statutory curriculum
assessments and throughout our relationship with a pupil when we are exerdising our legal obligations as a public educational
body and during our pastoral care.

WHAT PERSONAL INFORMATION DO WE COLLECT, STORE AND USE ABOUT OUR PUPILS?

Personal information is information that identifies you and relates to you. We will collect, store and use the Following
categories of personal information about our pupils:

® Personal information (such as name, age, date of birth, photographs and unique pupil number)
e Contact information (such as address, emergency contact information and telephone number)
e Attendance information (such as sessions attended, number of absences and absence reasons)

® Assessment information (such as statutory assessment process and standardised tests provided by commercial
companies)

® Behavioural information
o CCTV JcooTage capTured in school and other information obfained Through electronic means
e Non-sensitive characteristic information (such as Free school medl eligibiliT g)

° Special categories of information (such as ethnicit Y, |an9uage, country of birth, nat iona|iTg, information regarding
health, special educational needs, allergies and disabili’rg).

WHAT PERSONAL INFORMATION DO WE COLLECT, STORE AND USE ABOUT OUR PUPILS'/
PARENTS/FAMILIES/CARERS/LEGAL GUARDIANS?

We  wil collect, store and use the Jco”owing categories of persona| information  about  our
pupi|s'/ parent s/ families/ carers/ |ega| guardians:

® Personal information (such as name, age, date of birth and phoTographs)
e Contfact information (such as address and Te|ephone number)
®  Financial information (such as bank account details and payment his’rorg)

o CCTV Jcoo‘rage capTured in school and other information obtained Through electronic means

WHY DO WE COLLECT, STORE AND USE THIS INFORMATION?

We will only use personal information when the law allows us to. Most commonly, we will use personal information relating
to our pupi|s and their parenTs/ Jcamihes/ carers/ |e9a| guardians where we need to comp|g with our |ega| ob|iga’rions and
where it is needed in the public interest for us fo exercise our au’rhori’rg as a pub|ic educational bodg.



In some cases, we may use personal information where it is necessary for our legitimate inferests (or those of a third
par’rg) and your inferests and fundamental righ’rs do not override those interests. For examp|e, the school has a |e9iTimaTe
inferest in providing pupils with an education, safeguarding and promoting pupil welfare, faciliTaTing the efficient operation
of the school.

We may also use your persona| information, less Jcrequenﬂg to profect a pupil's or their Jcamilg's interests (or someone
else’s interests). For example, when investigating a comp|ainT made bg another pupil.

We keep persona| information e|ecTronica||g on the school’s information management systems, the school’s IT network, or
manually in indexed filing systems.

Situations in which we will use personal data, including special category data, include:

e Teaching & Learning e Statutory Returns
For example: For example:
O to monitor and reporT on pupil progress O to monitor ectual opporTuniTies

O o provide appropriate pastoral care

o Safeguarding & Child Protection ®  Security
For example: For example:
o to safeguard pupils o to comply with hedlth and safety
O fo manage a pupills absence obligations
o to comply with the law regarding data
sharing
® Business Continuity ®  Access to Systems
For example: For example:

O to assess the cLualiT y of our services o o support PUP” |earnin9

o  Communications ®  Sound Financial Management
For examp|e: For example:

O fo foster links between the school and o to provide more ¢ ficient means of payment
the local community, including fundraising Jor school facilifies such as cafering services
events

CONSENT

Whilst the ma jority of the personal data provided to the school is required for us to comply with our legal obligations,
some of that information is provided on a voluntary basis through parenfal consent (namelg, a paren’r's/ carer's/ legal
guardian's express agreemen‘r).

Where we need consent, the school will provide the person with parental responsibility for a pupil or, if aged 13 or over,
the pupil themselves, with a specific and clear notice which exp|ains the reasons whg the data is being collected and how



the data wil be used. You should be aware if you do not consent fo our collection of this type of data, this will not
affect the standard of education we deliver to the pupi|.

¥ we ask for your consent fo use personal information, you can take back this consent at any time. Please contact the
school of fice if you would lke o withdraw any consent you have given.

Please be aware that we do not need to obtain parenTal consent if personal data is to be processed For the purposes of
obtaining counselling services For the child.

HOW LONG IS THE INFORMATION STORED FOR?

We will only keep personal information for as long as necessary to ulfil the purposes we collected it (for example, to
educate and look after pupils) and including For the purposes of saTisfging any |ega|, accounting, or reporting requirements.

We do not store personal data forever; we onlg hold pupil and familg data for as |on9 as we are |ega||g able to do so.
However, sometimes we will keep personal information for historical reasons (e.g year group or sporfs feam phoTographs)
but you wil always have a right to ask for it fo be destroyed.

This is a link to the Department o Education Document Retention and Disposal Policy which can be found at
- 0 ion—ni L icati ' 0 edule. This will give you more information about how

long we keep personal information.

In defermining the appropriate retention period Yor personal information, we consider the amount, nature, and sensifivity
of the personal data, the potential risk of harm From unauthorised use or disclosure o your personal data, the purposes
For which we process your persondl data and whether we can achieve those purposes through other means, and the
applicable legal requirements.

In some circumstances we may anonymise your persona| information so that it can no |on9er be associated with you, in
which case we may use such information without further nofice to you.

DATA SECURITY

We have put in place appropriate securify measures fo prevent personal information from being accidentally lost, used or
accessed in an unauthorised way, dltered or disclosed. In addition, we limit access to your personal information to those
employees, agents, contractors and other third parties who have a need to know. They will only process personal information
on our insfructions and they are sub ject to a duty o confidentidlity.

We have put in place procedures to dedl with any suspected data security breach and will notify you and any applicable
regulator (currenﬂg the Information Commissioner's Of fice) of a suspected breach where we are legally required to do
50.

WHO WE SHARE PUPIL INFORMATION WITH

We may have to share pupil and their Jcamilg's data with third parties, including third-party service providers and other
bodies such as:

e the new school/s that the pupi| attends after |eavin9 us
o the Depar’rmen’r of Education


https://www.education-ni.gov.uk/publications/disposal-records-schedule
https://www.education-ni.gov.uk/publications/disposal-records-schedule

e the Education Authority for Northern Ireland

e Northern Ireland Council for Curriculum Examinations and Assessments
e the Board of Covernors

® Northern Ireland Council for Infegrated Education

®  General Teaching Coundl for Northern Ireland

® Exceptional Circumstances Body

® Department of Hedlth and Health & Social Care Trusts
e PSN|

e C2K School Management Information System

® Data Systems such as ClassDo jo

® [Examination Boards such as CCEA

e Commercial standardised test providers

WHY WE SHARE PUPIL INFORMATION

We do not share information about our pupi|s with anyone without consent unless the law and our policies allow us to do
so. We only permit access fo persondl data for specified purpose and in accordance with our instructions.

We are required to share pupils' data with the Department of Education and/or the Education Authorit y on a statutory
basis. This data sharing underpins school funding and educational attainment po|icg and moniforing. We dlso share
information with the NHS or a pupil's destination upon leaving school.

Schools Census

The Department of Education has a legal right to ask For particular information under the Education and Libraries (NI)
Order 2003 and is referred to as the “School Census”. This information includes information on pupil characteristics
such as dafe of birth, gender, ethnicity, religion, free school meal entitlement and special educational needs status. A
number of statistical releases are made available through the Department of Education website covering data on enrolments,
participation rates, pupil teacher ratios, school leavers, attendance and school performance

TRANSFERRING INFORMATION OUTSIDE THE EEA

We wil not transfer the personal information we collect about you fo any country outside the EEA without Telling you in
advance that we infend to do so and what st eps we have taken to ensure adequa’re profection For your personal information
in those circumstances.

YOUR RGHTS OF ACCESS, CORRECTION, ERASURE AND RESTRICTION

Under GDPR, pupils/ parenTs/ Foamilies and carers have the right fo request access fo information about them that we
hold. To make a request For your persona| information, or be given access o your child’s educational record, contact the

Principal. The Principal, Mrs Jamison can be confacted by email jjamison25k-@cZkni.net or using the Following address,
Ballymoney Model IPS, North Road, BT53 6BW.

We may need to request speciﬁc information rom you fo he|p us confirm your idenTiTg and ensure your righ’r to access
the information (or to exercise any of your other rigln’rs). This is another appropriate securify measure to ensure that
persona| information is not disclosed to any person who has no righT to receive it.


mailto:jjamison554@c2kni.net

Under certain circumstances, by law a parenT/ carer/ legal guardian or a chid over the age of 13 (who is considered

competent fo do s0) has the righ’r to:

Request access to personal information (commonly known as a “data sub ject access request’). This enables you
to receive a copy of the personal information we hold about you and your chid and fo check that we are
lawfully processing it. You will not have fo pay a fee to access your personal information (or to exercise any
of the other rights). However, we may charge a reasonable Fee if your request for access is clearly unfounded
or excessive. Alfernafively, we may refuse fo comply with the request in such circumstances.

RequcsT correction o the persona| information that we hold about you and your child. This enables you to have
any incomplete or inaccurate information we hold corrected.

RequesT erasure of persondl information. This enables you to ask us to delefe or remove personal information
where there is no good reason for us confinuing to process it. You dlso have the righT to ask us to delete or
remove your persondl information where you have exercised your right fo ob ject fo processing (see below).

Ob ject to processing of personal information where we are relying on a legitimate inferest (or that of a third
party) and there is something about your particular situation which makes you want to ob ject o processing on
this ground. You also have the right to ob ject where we are processing you and your child’s personal information
Jor direct marketing purposes.

RequcsT the transfer of your persona| information to another party, For instance a new school.



Ballymoney Model Integrated Primary School
Privacy Notice Roles and Responsbilities for Best Practice
DO
« Mark letters ‘strictly private and confidentiol and send to a named individual.
« Shred all your confidential paper waste or place in a confidential waste bag for secure disposal.

o If you want fo send an email o a recipient without revealing their address to other recipients, make sure Yyou use blind
carbon copy (Bec), not carbon copy (Cc). When You use Cc every recipient of the message wil be able to see the
address it was sent to.

« Choose a strong password that has a mix of at least 8 characters and have a combination of upper and lower case
letters, numbers and the special keyboard characters like the asterisk or currency symbols. Keep it secure and dont share
it.

. Anongmise persondl data wherever possble - fake out anything which could direcﬂg/ indirectly identify a person.

o Use encryption on emails and porTab|e devices and access permissions on shared folders/sites to prevent unauthorised
access.

. Alwags consider the most appropriate secure method of sending manual or electronic persona| data.
« Personal data held on laptops, data sticks and other portable electronic devices should be encrypted.

« Ensure that dll obsolete/ surplus ICT equipment is disposed of in a secure, safe and legal way.

DON'T
« Disclose personal data without consent or where this isn't permifted by law that includes, address, telephone number, emai

address, age, birthday, names of Famiy members.

« Leave personal information in manual or electronic format unattended af meefings, in cars or briefcases even when

locked.

o Assume that email is private or a secure method of communication.
« Email sensitive personal data exTernallg unless it has been encrngedA

« Allow inappropriate dccess to personal data either at work or home.

V' Parents/Carer should be assured that dll data held by Ballymoney Model Integrated Primary School is For the educational
bene fit of their child.

V' Parents/Carers have the right fo access any relevant educational data held by school regarding their child.

V' Parents/Carers have a responsibih’rg to inform school of any changes in persona| circumstances which may af fect the
data we hold in school.

V' Parents/Carers should be aware that school phoTographs/ videos taken may contain onlg First name and no persona|
data. These will onllj be used for school purposes and will be stored securelg.

V' Parents/Carers should be aware that their personal details (hames, phone numbers and addresses etc.) will not be
shared with any other outfside body without their consent.






